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FairPlay: Effectiveness and Weaknesses of Apple’s Digital Right Management
Technology

Abstract

In this paper, we reported our study of Apple’s Digital Right Management technology,
also known as FairPlay. We reviewed current literature about the effectiveness and weaknesses
of FairPlay. We also reviewed a set of known anti-DRM tools that exploits FairPlay. We
performed a root cause analysis of the known attacks. We believed that Apple faced a dilemma
between changing their business model and improving FairPlay’s security model. We
recommended future that improve security of FairPlay.

Introduction

Apple's iPod is the most ubiquitous portable digital music player in the market today [1].
The iPod is available in several models that use either a hard drive or flash memory to store
multimedia content. Almost all iPod owners use a proprietary application called iTunes [2] that
is developed by Apple. iTunes can connect to the Apple own online music store -- iTunes Music
Store -- where users can purchase music and recently video and download the multimedia
content to their iPod’s.

Copy protection for the iTunes Music Store's media is provided by Apple Digital Rights
Management system, also known as FairPlay. Fairplay limits the usage of the media to a
number of computers and iPods. Another limitation is that the only operating systems that are
accessible to iTunes are Mac OS and Microsoft Windows, leaving some major systems such as
Linux out in the dark. These complaints have led to the “hacking” of Apple's FairPlay DRM
system. Two of the most well known hacks are PyMusique and Hymn. Both were developed
under the guiding hand of Jon Lech Johanson [3]. PyMusique allows users to employ a software
of their choice, while Hymn decrypts the music so it can be played an unlimited amount of
times.

Like most computer systems and software, the security model of Apple's FairPlay is not
completely bullet proof. As a matter of fact, during the course of this project, we have learnt
that FairPlay has a number of weakness. We present a summary of current literature in the
next section. We also have learnt a number of tools developed to exploit these weaknesses. We
refer to these tools as “anti-DRM tools”. We present a detailed analysis of these anti-DRM tools
in a separate section. We perform a root cause analysis of these attacks and summary our
findings in a separate section.

Literature Review
The following presents several literary pieces that were in the media regarding Apple
FairPlay DRM technology and its known vulnerabilities. A short description of each provides an

overall picture of how FairPlay works and its vulnerabilities.

Geer (2004) discussed that most DRM technologies, including Apple FairPlay, are closed
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systems. In general, there is little or no interoperability between one system and the another.
Incompatible DRM technology prevents a song protected in one DRM technology from being
played on portable music players using other a different DRM technology. In other words, a
consumer can only play a song that is purchased and downloaded from Apple iTunes Music
Store on Apple's own iPod portable music player but not Dell's music player. Interoperability
between DRM systems is a major drawback in the digital market, and cause Some consumers
refuse to purchase DRM-protected media because of its lack of transparency. Geer also noted
that DRM technology vendors are unwilling to share their design or implementation because
they are afraid of the discovery of new security vulnerabilities.

Unlike many other DRM technologies, Arnab and Hutchison (2004) found that Apple
FairPlay's DRM controller is implemented using the software virtual machine technique. They
noted that Apple DRM controller runs at the normal application level. Compared to other DRM
controllers that run at operating system or hardware levels, application level controller has two
inherited weaknesses. The first weakness is that application-level DRM controller is hard to
generalize and prone to incompatible implementations. The second weakness is that the
controller is vulnerable to exploits at the operating system level.

Based on previous reverse-engineered efforts, Swartz (2005) documented the XML
interface to iTunes Music Store as well as its cryptography usage. Specifically, iTunes program
uses HTTP XML messages to communicate with iTunes Music Store. The communication is
encrypted using AES128 CBC algorithm. The encryption key was determined to be “8a 9d ad 39
9f b0 14 c1 31 be 61 18 20 d7 88 95”. Hengeveld (2005) maintained a list of common XML
commands of iTunes Music Store. Because these technical information was previously private
only to Apple engineers, the public disclosure will likely result in future exploit.

Swartz (2005) also described a weakness, in the overall iTunes architecture, that can be
used to circumvent the five-computer limitation of iTunes program. As a result, a user can
authorize as many computers as he or she likes to play the protected music he or she
downloaded from iTunes Music Stores. This effectively circumvents a major restriction of
FairPlay.

Greek (2005) reported an exploit with Apple's DRM that dealt with the communication
protocol between Apple iTunes and Apple iTunes Music Store. The attacking program interfaced
directly with Apple iTunes Music Store online service, bypassing the security measurement
within the Apple iTunes program. When a song was purchased, the attacking program was
able to download an unprotected audio file from Apple’s servers because the addition of DRM
was performed in the Apple iTunes program.

Rosenblatt (2003) accounted an attack of FairPlay by exploiting an implementation
weakness in Apple QuickTime player. The attack did not break the encryption scheme used in
FairPlay. Instead, the attack cleverly retrieved the decrypted and uncompressed audio data
from a temporary memory location used by QuickTime. The uncompressed audio data can be
easily converted to the a compressed file without any DRM information.

Singer (2004) reported that RealNetwork has introduced a DRM translation technology,
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called Harmony Technology after successfully reverse-engineered Apple FairPlay technology.
Harmony allows creation of FairPlay-compatible music files — a task that was only capable by
Apple at the time. In doing so, music purchased from online music stores besides Apple's own
iTunes Music Store, could be played on Apple own iTunes or iPod devices. This “hack” solved
one of the interoperability problems.

Knight (2004) described another attack on Apple iTunes program, where the attacker
was able to determine the secret encryption key used to secure communication between Apple
iTunes and Apple Express base station. According to the author, the secret key was probably
obtained from an undisclosed vulnerability in a bug in Apple’s program. Therefore, the attack
would still be possible even if Apple updates the secret key.

Apple has addressed most of the attacks in newest version of iTunes program and
iTunes Music Store. In some cases, Apple forced their customers to upgrade the iTunes
program in order to continue using iTunes Music Store. Apple also performed firmware upgrade
of some versions of iPod to counter RealNetwork's Harmony Technology.

Anti-DRM Tools Review

An introduction to tools employed to defeat Apple's DRM scheme, needs to mention
famed hacker Jon Lech Johanson. As a teenager from Norway, Johanson first rose to the
public's attention by developing a hacking program called DeCSS. The program broke CSS
(Content Scrambling System) encryption, a weak encryption program for movie DVD's. The
episode opened up a Pandora's box of sorts for the digital copyright community as it opened up
discussion of user's privacy versus a company's copy right protections. This was Jon's first of
many trysts into the controversial world of DRM.

After nearly being jailed for developing DeCSS, he set his sights on developing
applications that exposed holes in Apple's DRM. Johanson played a hand in the development of
PlayFair, SharpMusique, and [10] also influenced others to develop the Hymn project with his
FairKeys program. This section will touch upon some of Johanson's tools to defeat Apple DRM.
A more thorough analysis of PyMusique and Hymn will also be presented.

In December of 2003, Johanson released on his website, PlayFair (written in C), which
was the first decoder for iTunes FairPlay. His website stated that he reverse engineered Apple
FairPlay. PlayFair works by first decoding the file using user key from iPod or the Windows
system [11]. It then creates new mp3 with the same Meta data intact without the DRM code.
This technique was imitated by RealPlayer's Harmony project in order to play m4p files. PlayFair
was shortly followed by DeDRMS, a C# implementation of PlayFair to be played in the Windows
platform.

Apple countered PlayFair by successfully banning it from existing in both the
SourceForge and Sarovar websites. Johanson immediately came back with FairKeys, a tool to
extract user key from the iTunes music store server, given the correct username and password.
FairKeys influence has broadened as it is currently used by the Hymn project
(http://www.hymn-project.org) to decode m4p file using user key retrieved from iTunes music
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store server. The Hymn project's goal is to “exercise your fair-use rights under copyright law.”

Working with Travis Watkins and Cody Brocious, Johanson went a step further and in
March 2005, introduced PyMusique, an open source iTunes music store client [12]. We were
able to download the program from www.drmnews.com, but were not able to test it because of
our unfamiliarity with Phyton. PyMusique exposed another hole in Apple's DRM, song file
encoding. DRM occurs in the client machine after the download of the file has been completed.

1Tunes Music Store

¥

PyMusique

uses iTunes
protocol

Figure 1: PyMusique accessing iTunes Music Store

Music files transferred from iTunes music store do not get encrypted by the server, but
by the user iTunes' software. PyMusique mimics the iTunes application. It connects to iTunes
music store server and purchase (even register) using real iTunes own user identification. As a
result, during the purchase of the song, PyMusique does not encrypt the file.

Another user advantage of PyMusique is that unlike iTunes, user can re-download the
song just in case the user unintentionally deleted the original file. PyMusique also performs
iTunes functionalities like browsing through and previewing the available songs (see figure 1).
It just lacks the aesthetic feature of iTunes, which has a more detailed graphic user interface.

2 PyMusique E]@
File Edit Country Account  Song  Help
| miles davis|
Title Artist Album ~ | Price 2
Miles ahead Miles Davis Jazz Moods - Coal: Miles Davis $0,99
Miles Runs the Yoodoo Down Miles Davis Ken Burns Jazz: Miles Davis $0.99
Miles Ahead Miles Davis Miles Ahead (Remastered) $0.99
Miles Ahead Gil Evans Miles Davis 40,99
Miles ahead Gil Evans Miles Davis $0.99
Miles ahead Gil Evans Miles Davis $0.99
Miles Ahead Gil Evans Miles Davis $0.99
Miles Ahead il Evans Miles Davis 40,99
Miles Ahead Gil Evans Miles Davis $0,99
Miles ahead Gil Evans Miles Davis $0.99
Miles ahead Gil Evans Miles Davis $0.99
Miles Ahead Gil Evans Miles Davis $0.99
Miles Ahead Gil Evans Miles Davis 40,99
Tasty Pudding Miles Davis Miles Davis and Harns $0.99
Morpheus Miles Davis Miles Davis and Horns $0.99
Do Miles Davis Miles Davis and Horns $0.99
For Adults Cnly Miles Davis Miles Davis and Horns $0.99
willie the Wailer Miles Davis Miles Davis and Harns $0.99
Floppy Miles Davis Miles Davis and Harns $0.99
Milestones Miles Davis Miles Davis In Europe $0.99
My Funny Valentine {Live) Miles Davis Miles Davis: Greatest Hits {Legacy)  $0.99
E.5.F. Miles Davis Miles Davis; Greatest Hits (Legacy)  $0.99
Someday My Prince ‘Will Come Miles Davis Miles Dawis: Greatest Hits (Legacy)  $0.99
Al Bluss s’ Milas [imsvic Milss Disssics (essback Hike flansceh 40 ag B
[Retrieving List. ..

Figure 2: PyMusique User Interface
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Johanson compares PyMusique to an e-mail client that connects to mail servers and
retrieves or fetches email that was destined to that user. Thus he rationalizes that it is similar
to iTune's and is therefore legal. Moreover, Johanson said that PyMusique uses the same
protocol as iTunes [13].

iTunes version 4.6 was especially vulnerable to PyMusique, but Apple has fought back
by upgrading to iTunes 4.7. Not one to be denied, Johanson and his partners released
PyMusique version 0.4, the last version for Windows according to Cody Brocious. And in trying
to keep a step ahead, Johanson released PyMusique's descendent SharpMusique[14].
SharpMusique is currently available through Johanson's personal website.

Influenced by Johanson's work, Anand Babu maintains and owns Hymn, which stands
for Hear Your Music aNywhere [15]. Hymn is also legally supported by FSF (Free Software
Foundation) of India [16]. Hymn converts m4p file files to mp3 or wav format (See Figure 2).
It works successfully like its predecessor, PlayFair. The current version of Hymn can convert
m4p files downloaded by iTunes 4.6. Babu has not been able to crack though DRM for files
downloaded using the newest iTunes version 6.0.

‘®eee JHymn

Drag files and folders below. Individual audio files listed here will be processed regardless of their file type.

IF ~/Music/iTunes /iTunes Music Library.xml

 add files /folders... b Remove E Process folders recursively
File types to process: @ .mip @ .m4b ] .m4a
Convert locked .m4p to: f.mda | :] ] save to a different folder 1” Replace old files
Convert locked .m4b to: [ .m4ab | :] E Skip already converted or scrubbed files
] Convert all file types to .mp3 __| Simplify file names. Max chars: 99

Back up: @ Original locked & .xml () All modified files () Nothing
M Delete original locked files

Back up to: | ~/Music Backup ( Choose... )
| Update iTunes Music Library with unlocked and converted files

@ If encoder isn't specified, use:
iTunes v4.6, QuickTime 6.5.1

] Add custom signature atom (see Preferences)

4
Figure 3: JHymn User Interface
Hymn works in both Windows and OS X. The JHymn Windows version appears to be

about the same as JHymn in OS X. Hymn has 3 interfaces that work in OS X:

1) JHymn, the Java based application (Figure 3). Of the three, this is the most user
friendly because of the neat OS X windowing interface.

2) Hymn simpler drag and drop interface using Cocoa (Apple’s objective-C object
oriented programming for OS X applications) [17].
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3) Lastly, it can simply be used employing the command line.

From our analysis, it is apparent that this application is based on FairKeys application.
FairKeys, a program for extracting your iTunes DRM FairPlay keys from apple server [18]. In
implementation with Hymn, FairKeys is employed to access iTunes Music Store and obtain a
user key to decrypt the file.

Hymn iTunes Music Store
(decoder) (key server)
LSES 4
-
- connect
FairKeys

(key extractor)

Figure 4: Relationship among Hymn, FairkKeys and iTunes Music Store

What is interesting about the application is that unlike PlayFair, it will not try to find the
existing user key from the attached iPod or user machine. In the Apple machine, we suspect
iTunes to store those information in KeyChain. The application will simply ask for the user key
from the music store server, given user name and password. It already knows the user name.
We suspect that it does this by probably reading the m4p file itself.

When the user is prompted to enter his password, the prompt window will state that it
will access the iTunes music store to get the keys. Given that you are using iTunes 4.6 when
you purchase the song and you enter the right identification and password as stored in the
iTunes server(music store), then Hymn will convert your m4p file(s) to mp3 or wav.

1800 Jkbmg

A file could not be unlocked: 2-13 Hot Pants Finale (Live, Apollo Theater 1971).m4p

Store |D: D ©y2hoo.com

Would you like to log into your music store account through JHymn
and attempt to obtain the keys needed to unlock your music?

*

] Don't ask me again

Figure 5: JHymn Warning Interface

Hymn does not rip the m4p file into new mp3 file. Instead, it basically opens up the
m4p file and create new mp3 file. Thus, information about who purchase and own the original
file still exists in the mp3 file. This fact is what leads Anand Babu to think that this program is
not piracy and is therefore legal. Babu said that it is not piracy if the Meta data is still intact in
the file (mp3) [16]. The Meta data in the new file includes the user name of purchaser and
album cover (cover art) of the song.

This fact about Meta data has been tested and shown with the following scenario:
1. Alice buys a song from iTunes (songA.m4p) and plays the song on her computer.
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The album cover appears on iTunes.

2. Bob copies the file to his computer. Bob was unable to play this file because it
belongs to Alice.

3. Bob then downloads Hymn and runs it on his computer

4. Bob asks Alice to type in her iTunes user name and password. Hymn is able to
successfully convert the m4p file to mp3.

5. When Bob plays this song in his iTunes, the album cover appears.

Regular mp3 file does not have this information so it was concluded by Babu that the mp3 still
has the Meta data intact.

Hymn also lets the user add information to the resulting file. For example, the user can
put string of a text to it. This is basically the same as watermarking your file. Hymn user can
use this feature by filling the custom signature field in the preference window. The manual
stated that the user has to enter atom value (4 character string) and string of text [19]. But
there is a catch. The atom value should not be the same as what Apple used because it may
corrupt the file. However, there seems to be no application out there that would analyze song
file signature or Meta data unless you want to go binary with it.

Hymn packages are still available to be downloaded from www.hymn-project.org and
was tested successfully on an m4p file bought using iTunes 4.6. The interface tested was
JHymn on OS X running Panther with iTunes 4.6. JHymn was also tested unsuccessfully on
m4p file bought using iTunes version 6.

Root Cause Analysis

As we were reviewing the current literature and anti-drm tools, it became obvious to us
that Apple and the attackers are engaged in a mouse and cat chase. Whenever a new
venerability or a new tool to circumvent FairPlay was released, Apple would react by patching
the security hole in the system (when feasible) or pursuing legal means to protect the system.

In the course of CSCI E-170, we learnt that law exists in some countries, e.g. Digital
Millennium Copyright Act (DMCA) of United States, prohibits any attempt to circumvent a DRM
technology. So, we are puzzled by the fact anyone would choose to engage in illegal activities.
Our curiosity led us to perform a root cause analysis of the problem.

We attempted to understand the attackers and their motivation. In our analysis, we
identified three user groups as the most likely suspect. The first group is a small population of
users who historically do not respect intellectual property rights. This group often do not follow
the general fair use guidelines. In the past, this group might have performed illegal copying of
music CD or tapes. This group was also likely among the first who participated in illegal sharing
of mp3 music files on popular file sharing services. DRM technologies primarily exist to deter or
minimize the activities of this group. However, this group would likely attempt to break or cir-
cumvent any DRM technology used to protect the music content. This group is also the primary
users of anti-DRM tools.
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The second user group is likely created as a direct result of the FairPlay technology and
Apple’s closed design. This group represents typical music CD consumers who find the FairPlay-
protected music has a far more restrictive usage model. For instance, a CD music can be played
on an unlimited number of computer systems and by whoever that own the physical music CD
disc. On the other hand, a song purchased from Apple iTunes Music Store can only be played
on up to five personal computers or by five users. Moreover, this group may desire to purchase
music currently not available on iTunes Music Store and play the music, encoded in other DRM
technology, on their iPod music players. While Apple has been successful with iPod and the
current balanced usage model, a restrictive and closed usage model will always entice some
users with the technical know-how to exploit any potential weakness.

Apple iPod’s tremendous success and popularity is @ magnet attracting interest of the
third group. Some call this group the “hackers”. Of the three groups, this group has the most
technical expertise and is capable of undermining FairPlay through reverse engineering efforts.
This group is highly motivated to break FairPlay because a vulnerability discovery of FairPlay
will always certainly generate worldwide press coverage. Hackers such as Jon Lech Johanson
who continually try to seek glory and acknowledgement are naturally drawn to FairPlay. As
FairPlay exploits continues to grow and attract attention, more hackers will be attracted to this
group. As more people try to break FairPlay, the more likely someone will come up with a new
vulnerability.

In addition to the three motivated groups, our analysis led us to believe that the
FairPlay security model is fundamentally weak. First, the FairPlay DRM controller is
implemented at the application level and therefore is susceptible to attacks at the operating
system level. Theoretically, an attacker may install a sound device driver that intercept
decrypted audio stream and convert the stream back to an unprotected music file. While no
known exploit of such exists at this time, we believe this type of attack will become popular in
near future.

Second, Apple continues to rely on secrecy as part of the overall security model of
FairPlay. Such security design is generally considered to be unsound. Once a sensitive piece of
information is revealed, the system may be easily rendered insecure. Some of the recent
attacks were possible because of the availability of previously undocumented technical
information. E.g. anti-DRM tool, e.g. Hymn, utilized the XML interface of iTunes Music Store.
These exploits based on reversed-engineered technical information proved the architecture
itself has many holes.

Ironically, we believe allowing a wider audience, particularly the academic researchers,
to review its current design may be Apple’s best chance of improving the FairPlay technology
for the long run. The additional independent reviewers will likely find existing design or
implementation flaws that are yet known to Apple engineers. Apple could use the information
to improve FairPlay and overall iTunes architecture.

However, we do not believe Apple will pursue such course because it does not want to
risk others creating FairPlay-compatible devices or services. A market of iPod- or iTunes-clones
will likely destroy the exclusiveness and dominance of Apple iPod’s franchise. Unless Apple
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changes their closed business design, Fairplay will likely remain a closed design and is
subjected to future attacks. We see this as the dilemma of Apple and its FairPlay security
model.

Recommendation for Future Works

Given our analysis of the attackers’ motiviation and Apple’s present dilemma, we
present the following ideas for future consideration. First, we think that Apple should move
away from a DRM solution that uses a application-based DRM controller. A hardware-based
DRM controller could eliminate several classes of attacks, e.g. software bugs and operating
system intercept attack, and therefore offer a far greater security. As Swartz (2005) noted,
each FairPlay-protected song has a private key that is stored in an unknown secret location on
each authorized computer. It is possible that someone will find out the secret location and
breaks the FairPlay security model. By storing the secret keys at the hardware layer, FairPlay
significantly reduces the possibility that the secret keys are compromised.

Furthermore, we propose that migrating FairPlay to a security model that does not
involve private key exchange. Such model may use the public and private key system.
Specifically, each iPod device and iTunes authorized computers may each have a pair of public
and private keys. The keys may be encoded at the hardware layer. The iTunes Music Store also
has a pair of public and private keys. The audio file targeted at a specific device will be
encrypted at the server side using the device’s public key. Because private key is kept locally,
no other device can decrypt the audio file. Nonetheless, we suspect it may be difficult to retrofit
existing iPod devices to support this model.

In addition to strengthening security design of FairPlay, Apple could consider making
FairPlay a lesser target by addressing the motivation of the attackers. Currently, FairPlay
prevents iTunes customers from playing their purchased music from iTunes Music Store on any
portable digital music players other than Apple own iPod players. As a result, some consumers
are unwillingly locked into Apple’s own online music store, program and portable music players.
We propose that Apple licenses the FairPlay technology to some portable music manufacturers.
That will satisfy the end users who wish to use other portable players (like Dell’s players) to
play their music downloaded from the iTunes Store. More importantly, the move eliminate the
need for the paying customers to circumvent FairPlay in order to play their music anyway.

We also proposes Apple licenses other’s DRM technologies and incorporate them into
iPod. Similarly, this will satisfy the end users who wish to use their iPod players to play music
downloaded from the other online music stores. This also eliminates the need for the paying
customers to circumvent FairPlay in order to play their music anyway.

Furthermore, we believe that there should be more interoperability between different
DRM technologies. Any portable player should play a song encoded any DRM format. Existing
DRM vendors, e.g. Apple wants to lock in their user base, a standard DRM is unlikely to happen
any time soon. However, we propose that Apple forming a alliance among the major players.
The alliance might produces greater interoperability among various DRM technologies and
further stimulate the growth of digital music industry.
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We also recommend creating a consortium of all the major stakeholders including IT
professionals, media content providers, law makers, consumer groups and the device
manufacturers. The consortium would be charged with tackling the above three issues of
interoperability, DRM integrated hardware and open design. With all the major stakeholders in
dialogue, major progress can be made in at least one of these fronts. Submission of any
standard proposal can be submitted to a standard governing body.

Our last two proposals on alliance and consortium are made based on our root cause
analysis. We believe that by addressing the primary motivation of the attackers, i.e. giving
freedom of choice, the majority of music consumers will find little or no need to compromise
FairPlay even given an anti-DRM tool.

Conclusion

It is easy to see how Apple is using DRM to protect its own business model. As more
and more users get hooked on iPod and iTunes, their reliance on it grows. As a result, Apple's
control over the market will increase. A downside is that this often challenges hackers such as
Jon Lech Johanson to try to beat Apple at its own game. PlayFair, PyMusique and Hymn are
just a few examples that he has had a guiding hand in fostering. RealNetworks and Anand
Babu have picked up Johanson's enthusiasm in trying to crack Apple's system. We are certain
that if Apple continues its current course, others will join the hacking bandwagon.

Apple's iPod and its go it alone attitude with FairPlay is not just hindering its own
progress, but also the progress of digital music industry as a whole. As shown in this paper, its
secretive and its popularity team up to create cauldron of tension between themselves and the
end users. While the end users expect more transparency with the rise of the iPod, Apple wants
to make it harder for interoperability.

Apple can take several steps to improve its security model. Instead of using a DRM
closed design such as FairPlay, Apple should consider opening their design. They can also move
towards a DRM solution that is integrated into the hardware where each iPod has a unique
private key for decrypting music streams.. There should be more liberal interoperability
between different DRM's. Downloading one DRM should allow you to access another.

And lastly, a consortium of all the major stakeholders should be created to at least open up
dialogue about the direction of DRM. In an area so broad in scope, there needs to be some
standardization. Maybe one standard will not be possible, but several encompassing ones can
be accomplished in the near future.
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